LCLLULAR FORERSICS. ?

PRESENTS

CELL PHONE FORENSICS & MOBILE

SPYWARE TRAINING
FEBRUARY 18-19, 2010

This 16 Hour workshop includes 2 days of instruction and hands-
on lab work with actual cell phones. Mobile Forensics topics that
will be covered include: Acquisition, Preservation, Analysis and
Presentation of CDMA, GSM, and iDEN cell phones, SIM Cards,
Search Warrants, and applicable Laws. Mobile Spyware topics
include: Identification, Preservation, Processing, Eradication and
applicable Laws.

At the conclusion of each day, students will have a strong
fundamental knowledge of cell phone forensics and mobile spy-
ware identification. They will also have the ability to acquire,
preserve, analyze and present data and spyware from various
models of Cell Phones, SIM Cards, and Memory Cards specific to
mobile devices!

TRAINING OVERVIEW:

Day One:

Cellular Network Technologies/Core Software Utilization:
Investigator Tools, Call Detail Records, Logical and Physical
Dumps,

Networks, Actual use of supplied Forensic Software and Hands On
Acquisitions from Cell Phones, SIM Cards and Memory Cards

Day Two:
Mobile Spyware Discovery and Eradication:

Mobile Spyware demonstrated and identified, hands on use of
supplied forensic software to locate and reveal hidden “bugs”, and
eradication techniques

Attendees Will Receive:

e Cell Phone Forensic Hardware &
Software
¢ Data Pilot Universal Kit
e SIM Card Reader
e Paraben Device Seizure
e Mobile Spyware Discovery
Software
e Mobile Spyware Text Book and
Training Manual

o Certificate for CEU Credits
(these classes have been approved for
continuing education by the South Carolina
Law Enforcement Division)

...AND MORE!

Course Requirements:
For the duration of the workshop, participants must have: a laptop
with Windows XP SP2, Admin Access and USB ports.

Who Should Attend:

Law Enforcement, Corrections, Military, Computer Forensics
Specialists, Private Investigators, IT Security Specialists, TSCM,
Bank Security and Insurance Adjusters.

Thomas J. Slovenski, Instructor
As the owner of the first private mobile
forensics lab in South Carolina, former
police detective Tom Slovenski is dedi-
cated to the continuing education of in-

vestigative professionals in mobile
forensic investigations. Tom is also the
first to offer a stand alone class on Mobile

Spyware Discovery. In addition, Tom is

licensed and certified by the SC State

Police (SLED PDC2073) to train police
and other investigative professionals on

Mobile Forensic Data Recovery and
Mobile Spyware.

INFORMATION / REGISTRATION:
Fee: $1250/day (‘Early Bird Discounts ““ Available, Write for Details!)

Contact: Tom Slovenski

Email: info@cellularforensics.com / Website: www.cellularforensics.com

Phone: (864) 252-7451

“the Future is Here, Prepare for it NOW!”
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Topics Include:

e Actual Demonstrations of Spyware in Action

This Course Is For:
o Investigators

o Attorneys e How to Locate Mobile Spyware on a Phone
o TSCM Professionals o The Law and Spyware

o Corporate Security e The “MITM” Concept (Wi-Fi Spying)

¢ Law Enforcement e How to Eliminate Spyware from a Phone

Instructor: Tom Slovenski (sLep License PDC2973)

As a mobile spyware expert, mobile forensics examiner Each Student Will Receive:
and former police detective, Tom Slovenski brings over
20 years of legal experience to the table. Tom was the ¢ Numerous Software

first to offer cell phone spyware examinations in the
USA. Now he is the first to teach others how mobile
spyware works AND how to find it. Plus, he will share
his exclusive 15 point check list and provide the
software he uses in his examinations! e And MORE...!

e Certificate

e Handouts

PRrice: $] 2%20.00 (includes TRAINING ANd SOfTWARE)  Spaces ARe limiTed!
]

At the conclusion of this workshop, students will have a strong
fundamental knowledge of mobile phone spyware and how to
locate and eliminate over 400 mobile malware. Students will

also be furnished with their own individual copies of numerous

forensic software to assist in their examinations.
This Instructor and this class have been approved by the
South Carolina Law Enforcement Division (SLED) for
8 Hours of Continuing Education Credit (CEU).

CONTACT: CELLULAR FORENSICS, LLC

864-252-7451
TOM@CELLULARFORENSICS.COM
WWW.CELLULARFORENSICS.COM
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